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1.

Executive Summary

Performance analysis and evaluation are integral parts of the development cycle and a
cornerstone in deploying new technologies in real systems. Kernel-space modules pose a
different set of challenges compared to ordinary user-space applications when it comes
to profiling: limited visibility inside the kernel, high concurrency, interactions with
multiple layers above and below the deployed module and multiple entry points are
some of the challenges.
In this work we present a methodology that combines fine-grain, kernel-level profiling
with metrics provided by the operating system in order to create a visual representation
of the execution. We present results in the form of stacked bar graphs that visualize
system performance and we quantify modules where the CPU spends its time. In
addition, by performing additional analysis over profiling results and by crosscorrelating with kernel source code, we highlight underlying kernel subsystems and
succeed in providing a more meaningful image of these metrics, while at the same time
limiting information loss.
We implement this methodology in the form of the SSWAT framework. We provide a
detailed overview of SSWAT’s structure, features and capabilities. We also examine
interesting cases to show how this framework can be used to analyze system
performance under various scenarios. In the next Period SSWAT will be integrated with
the x-ray infrastructure by logging its performance events in the common framework
and allowing x-ray to use these events for overall performance analysis.
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